'.)

Check for
Updates

Decker: Attack Surface Reduction via On-Demand Code Mapping

Chris Porter
porter@gatech.edu
Georgia Institute of Technology
Atlanta, Georgia, USA

ABSTRACT

Modern code reuse attacks take full advantage of bloated software.
Attackers piece together short sequences of instructions in other-
wise benign code to carry out malicious actions. Mitigating these
reusable code snippets, known as gadgets, has become one of the
prime focuses of attack surface reduction research. While some
debloating techniques remove parts of software that contain such
gadgets, other methods focus on making them unusable by breaking
up chains of them, thereby substantially diminishing the possibil-
ity of code reuse attacks. Third-party libraries are another main
focus, because they exhibit a high number of vulnerabilities, but re-
cently, techniques have emerged that deal with whole applications.
Attack surface reduction efforts have typically tried to eliminate
such attacks by subsetting (debloating) the application, e.g. via user-
specified inputs, configurations, or features to achieve high gadget
reductions. However, such techniques suffer from the limitations
of soundness, i.e. the software might crash during no-attack execu-
tions on regular inputs, or they may be conservative and leave a
large amount of attack surface untackled.

In this work we present a general, whole-program attack surface
reduction technique called DECKER that significantly reduces gad-
gets which are accessible to an attacker during an execution phase
(called a deck) and has minor performance degradation. DECKER
requires no user inputs and leaves all features intact. It uses static
analysis to determine key function sets that should be enabled/dis-
abled at runtime. The runtime system then enables these function
sets at the specified program points during execution. On SPEC
CPU 2017, our framework achieves 73.2% total gadget reduction
with 5.2% average slowdown. On 10 GNU coreutils applications,
it achieves 87.2% reduction and negligible slowdown. On the ng-
inx server it achieves 80.3% reduction with 2% slowdown. We also
provide a gadget chain-breaking case study, including detailed JOP
gadget metrics on both Linux and Windows, and show that our
framework breaks the shell-spawning chain in all cases.
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1 INTRODUCTION

Attack surface reduction has gained in importance lately. A recent
investigation [51] showed that on average, 95% of GNU libc code
[26] is never used by user applications in a typical Ubuntu Desktop
installation. This bloated software has security implications. The
excess code can contain bugs and is typically not maintained well.
This allows it to become a landmine of vulnerabilities, or to be
repurposed for malicious ends in a code reuse attack.

In this work, we aim to reduce the exposed, reusable portions
of code that are available when an attacker launches a code reuse
attack. We motivate our work with a simple but powerful example.
It shows why attack surface reduction is important, and also why
it is challenging to make a meaningful dent in the reusable code
used for staging the attack.

Listing 1: An ROP gadget chain from nginx that spawns a
shell with execve.

gdgt 1 addr -> pop rax; ret;

"/bin/sh'

gdgt 2 addr -> pop rcx; ret;

bss addr -> 0x00800000

gdgt 3 addr -> mov qword ptr [rcx],rax;ret;
gdgt 4 addr -> pop rax; ret;

0x00000000

gdgt 5 addr -> pop rcx; ret;

bss addr + 8 -> 0x00800008

gdgt 6 addr -> mov qword ptr [rcx],rax;ret;

gdgt 7 addr -> pop rdi; ret;
bss addr -> 0x00800000
gdgt 8 addr -> pop rsi; ret;
bss addr + 8 -> 0x00800008
gdgt 9 addr -> pop rdx; ret;
bss addr + 8 -> 0x00800008
gdgt 10 addr -> pop rax; ret;
0x0000003b

gdgt 11 addr -> syscall;

Listing 1 shows an example of a return-oriented programming
(ROP) gadget chain. These chains can be used as part of an attack to
leak secrets, hijack processes, or otherwise cause damage. Snippets
of code (gadgets) are strung together with return statements to
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jump from one to the next, in order to carry out some malicious
computation to launch an attack. In the above example, the chain
is designed to compute relatively little but to a powerful end: It
will launch a shell via execve. This is a real chain that has been
automatically generated by the Ropper tool [55] on the nginx server
application [44]. Launching such an attack requires exploiting a
memory vulnerability, which is also a realistic possibility in this and
many C/C++ code bases due to the languages’ weak memory models.
CVE-2013-2028, for example, is a bug in the decoding functionality
of nginx. Carlini et al. [11] show a technique called control-flow
bending (CFB) that exploits this bug to write to arbitrary locations.
Note that as with any code reuse attack that we consider in this
work, we assume the attacker has some way of initiating the attack.
Here we assume, for example, that the attacker can exploit some
memory vulnerability to write this chain into the stack, overwrite
the return address to point to gadget 1’s address, and freely return
along the ROP chain.

Referring to Listing 1, the ROP chain proceeds as follows. It
stores the address of the “/bin/sh” string into some location in the
.bss section (gadgets 1-3). Then, 8 bytes beyond that, it stores the
value 0 (gadgets 4-6). Then it places the address of “/bin/sh” into the
rdi register, and it places the 0 value into rsi and rdx (gadgets 7-9).
Lastly, it stores the execve syscall number 0x3b into the rax regis-
ter and then executes the syscall instruction (gadgets 10-11). The
control flow for executing this attack is return-based. The gadget
addresses are the return targets. Thus, each ret instruction does
the attacker’s bidding, popping the gadget address and jumping to
the next malicious snippet.

Defending against code reuse attacks is an area of research lately.
A rich set of gadgets (ROP, JOP and COP) exist in almost every appli-
cation, resulting in a number of possibilities to concoct an attack’.
The attackers are able to creatively chain the gadgets together, and
current defenses are not able to handle them. Debloating or subset-
ting unused functionality of an application is one way to prevent
the use of gadget chains, because it purges the gadgets altogether.
Unfortunately, such techniques suffer from soundness issues. We
define a sound technique as one whose program transformations
preserve the original semantics, and this will be discussed in more
detail later. Given the above state-of-the-art, a critical question that
begs attention is whether the attack surface can be reduced substan-
tially enough to break such chains while maintaining the soundness
property during normal (non-attack) execution.

Thus, we propose DECKER, an attack surface reduction technique
for reducing reusable gadgets and breaking their chains. This paper
makes the following contributions:

(1) The first sound, whole-application technique for on-demand
loading and purging for attack surface reduction which also
has low runtime overhead.

(2) An evaluation on SPEC CPU 2017, GNU coreutils, and nginx
that is comparable to unsound techniques in terms of gadget
reduction.

(3) Evidence that short but highly detrimental gadget chains
can be broken by this technique.

! Although we have made several assumptions in this simple example, more complex
gadget-based attacks exist.
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The remainder of our paper is laid out as follows: further back-
ground and motivation (Section 2), an overview and assumptions
of our solution (3), framework details (4), evaluation (5), related
work (6), and conclusion (7).

2 BACKGROUND AND MOTIVATION

Code injection could be considered the predecessor of modern code
reuse attacks. Early code injection attacks could simply inject code
into memory such as the heap and execute it. This was countered
by data execution prevention (DEP) [2]. DEP enforces the write
XOR execute (W @ X) property on pages, which is sufficient for
stopping such blatant attacks.

Attackers grew to overcome this. Perhaps the most basic code
reuse attack is the classic return-to-libc attack [43, 67]. Address
space layout randomization (ASLR) [47] can make it more difficult
to locate target code such as the glibc library functions, but then
there are also known attacks that get around it [20, 23, 58, 61].

Reuse attacks have only become more sophisticated. Return-
oriented programming [57], jump-oriented programming [6, 12],
and call-oriented programming [53] are all techniques that leverage
existing code to perform attacks. They rely on “gadgets” in the
code base, which are sequences of instructions that can be strung
together to perform malicious control flow and eventually some
malicious computation.

Traditional and industry defenses have had some success, but
they have also had their shortcomings (see Section 6). It can be safely
concluded that attackers have either managed to dodge defense
mechanisms for certain kinds of gadgets (ROP) or mechanisms do
not even exist for certain other types of gadgets (JOP). In response,
attack surface reduction is one class of defense that has gained
in prominence lately. Piece-wise compiler [51], Chisel [27], Razor
[49], and Blanklt [48] are four recently developed debloating/at-
tack surface reduction techniques that motivate our work. They
successfully show how to reduce applications’ attack surfaces, but
they also have shortcomings.

Piece-wise compiler modifies the loading stage at process start-
up to remove unreachable library code. It is sound, removing only
unneeded functionality from libraries (for which it requires libraries’
source code). No user input is needed, but piece-wise-compiled
libraries must be provided to a program before running it. This
approach removes function(s) in the library only if they are proved
unreachable on a whole-application basis, i.e. from nowhere in
the driving application can they ever be invoked. Due to complex
control flow in the libraries and conservative limitations of static
analysis, proving such a property becomes extremely difficult. As
a result this work has not been demonstrated on glibc, a critical
real-world library with vulnerabilities. Secondly, conservative static
analysis leads to limited success in terms of attack surface reduction.

Chisel uses reinforcement learning to learn which parts of a
program are actually used and needed and then builds a trimmed
version of it. Chisel is an unsound technique. It relies on test cases
and may learn a model that eliminates needed functionality. This
can induce crashes and so is not practical for use in the real world
since software under a no-attack condition could become unusable.
Chisel works in a kind of compile-test-refine loop, as its learner
identifies which parts of the program are needed in order not to
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crash or provide bad output. It requires a user specification (supplied
as test inputs) and source code. Chisel is designed to work with
application code.

Razor uses heuristics and test inputs to debloat binaries. Like
Chisel, Razor is unsound and can lead to crashes, which they report
and tally in their experiments. Razor is designed for and works
on applications, though they include a discussion on its current
effectiveness on libraries. Similar to Chisel and Piece-wise, it also
cannot debloat may-use code, i.e. code that may be used by the
program under certain inputs/execution conditions. Neither of the
previous two techniques perform verification nor model checking,
leading to unsoundness.

Blanklt is a binary runtime technique that dynamically loads
library code before use and purges it afterward. It is capable of han-
dling may-use code. It includes a machine learning-based predictor
for minimizing the number of functions loaded at each library call-
site. While it is an effective solution for library debloating, it does
not perform whole application debloating, which is much more
challenging. It works well in terms of predicting the set of reachable
functions at runtime, but, being based on machine learning, cannot
give guarantees on these sets (resulting in a low false positive rate).

We summarize and compare the characteristics of these four
approaches in Table 1. With regard to practical usage, we find
the last two rows strikingly important (i.e. whether it is sound,
and whether it can debloat may-use code). Guaranteeing soundness
under normal execution conditions is a must for any practical usage
of software. An important issue with debloating may-use code is
that the technique should be able to dynamically adapt as per the
input. That is, during certain execution conditions, a complete
segment of some code may be needed, but under certain others,
none of that code may be needed. A debloating technique should
ideally be able to handle both scenarios. Solutions such as Razor,
Chisel, and Piece-wise take zero-sum approaches towards may-use
code: It is removed, leading to unsoundness and potentially crashes or
bad output; or it is left in place under all execution conditions, leading
to a higher amount of attack surface.

Table 1: Broad properties of 4 state-of-the-art debloating tech-
niques for security (Piece-wise, Chisel, Razor, and BlankIt).

| |PW|Chsl|Rzr|BI|

Works on application v v

Works on library v v v
Works on binary v v
No user input needed v v
No training needed v v

Is sound v v
Can debloat may-use code v

To the best of our knowledge, there is no general technique today
that (1) works on the applications as a whole instead of libraries,
(2) is sound, and (3) can effectively debloat may-use code using
dynamic contexts. Current techniques either tackle libraries to
achieve strong attack surface reduction, or they tackle applications
and compromise soundness. Furthermore, an ideal solution would
not require any test cases or specification from the user; and it
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would either avoid prediction or handle its security challenges
gracefully. All these limitations motivate the current work.

3 OVERVIEW
3.1 Proposed Solution

We propose a compiler and runtime solution for attack surface
reduction called DECKER. It is sound, has a static and runtime com-
ponent, requires no user input, requires no hardware changes, and
works on application code.

DECKER embraces the idea that only code that is currently needed
by a running program should be available for execution; the rest
should be made inaccessible such that any attempt to access it
should trigger a runtime exception. Active sections of code form
“decks” that the program can effectively stand on. When a deck is
unneeded, it can be removed. To take the analogy further, DECKER
is a technology for attack surface reduction, but it can be viewed
as constructive. It achieves attack surface reduction not by cutting
down the program, but by putting together the active code that it
needs at any particular execution point. A deck could be a group
of functions, a subset of which are guaranteed to execute from a
given program point (taking into account the program intra- and
interprocedural control flow). Since such a set cannot be precisely
evaluated at runtime without causing heavy overheads (especially
inside loops), DECKER will turn this into a tight overestimation
problem inside respective regions.

DECKER depends heavily on static analysis. The key idea of
DECKER is simple: to determine a group of functions that may exe-
cute at a given program point (called decks), enable their executable
permission just in time, and disable their executable permission at
a subsequent program point. Ideally, decking could be performed
right before a call site, but the overheads of doing so could be very
high, especially if the call site is located inside a loop. In order to
reduce overheads, decking is placed at key program points such as
at the entrances of outermost loops or at the entrances of long static
call chains. At each decking point, a conservative approximation
of all functions reachable until the next decking point is applied
(including multiple targets of function pointers, if any) to maintain
the soundness condition. In our implementation, granularity of the
disabling/enabling mechanism is at the system page level. Creat-
ing and tearing down a deck corresponds to marking code pages
read-execute (RX) and read-only (RO), respectively. In other words,
if a deck consisting of functions foo() and boo() is to be enabled at
some program point, one must execute calls to mark the respective
pages that contain foo() and boo()’s code as RX.

LLVM

G =

Figure 1: High-level view of the compiler part. The LLVM
pass outputs a custom linker script and instrumented object
file.

Figure 1 shows a high-level view of the compiler step of the
DECKER solution. Application source code is fed into the LLVM
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compiler pass. The compiler performs static analysis and first iden-
tifies programs points for decks to be enabled (RX) and disabled
(RO); it also performs partitioning of such sets of functions to im-
prove security benefits, as discussed later. Additionally, the pass
creates a custom linker script. Both the object files and linker script
are fed into the linker (where the -T option consumes the cus-
tom linker script). The linker produces the final binary. DECKER is
represented by the blue part in the figure, and the linker itself is
unmodified.

Figure 2 illustrates the runtime by way of an example. It is drawn
directly from the GNU coreutils’ date program [14], which provides
a command-line option for reading dates from a file (given by the -f
switch). When this option is given, main invokes batch_convert.
At runtime, DECKER will create and tear down a deck for this single
function. In Figure 2, there are two code pages in memory (for sim-
plicity). Page A contains main, and page B contains batch_convert.
The call to batch_convert has been instrumented by the com-
piler, so that before it is invoked, its page will be mapped RX,
and after it returns, its page will be mapped RO. These mapping
steps are done by deck_single and deck_single_end, respec-
tively. bc_funcid is the function ID for batch_convert assigned
by DECKER at compile-time. The 4 program points, P1-P4, indicate
which pages are mapped RX at each step. One can see that gadgets
in unmapped decks and their pages are thus inaccessible to the at-
tacker; thus, the finer the granularity of the deck (finest granularity
being one function), the better the security.

Page A Page B

main() { ... batch_convert() {

if (batch_file) {
PI——

deck_single(bc_funcid) }

P2 — >

batch_convert()
P3 ——

deck_single_end(bc_funcid)

P4 ——>

} o

RX-mapped pages:

@P1: A @P2: A/B @P3: A B @P4 A

Figure 2: High-level runtime example from GNU coreutils’
date. The set of RX-mapped pages increases at P2 to include
a called function.

3.2 Soundness

Guaranteeing soundness is a key contribution of DECKER. We define
a sound transformation as one that does not change the semantics
of a program. A DECKER program transformation is simply one that
enables code pages before use (and disables them afterward). We
claim that DECKER is sound because it always enables page(s) con-
taining any forthcoming function calls (either single functions or a
group of them) before execution can enter that region. To demon-
strate this, consider a simplified implementation of DECKER which
instruments before and after every interprocedural control flow
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transfer. Provided all transfers are accounted for, such a program
transformation is sound by design — but it would be prohibitively
slow. DECKER’s soundness follows from this base case. Instead of
instrumenting at every transfer, however, DECKER’s analysis re-
moves superfluous instrumentation based on the static reachability
of functions and loops in the (conservative) static callgraph using
the concept of encompassed functions. This will be discussed in
detail in Section 4.1.1.

DECKER’s soundness guarantee comes with a critical (but realisti-
cally met) assumption, namely that the callgraph at the intermediate
representation in the compiler is correct. One example where this
may not hold for LLVM (DecKER’s underlying compiler) is inline
assembly code, which can hide callgraph edges. Inline assembly is
typically for performance, missing language support, or compiler
barriers. We did not encounter missing edges in any of our bench-
marks on Linux or Windows. DECKER can easily support warning
or hard-failing when encountering inline assembly that contains
control flow transfer. DECKER can also uncover some missing edges
by locating those functions which are not reachable from main().

3.3 Threat Model

We assume the operating system and compiler are trusted. The
source code and any third-party libraries may contain bugs. For
simplicity, we do not handle dynamically generated code or self-
modifying programs; we focus on C/C++ source.

We are focused solely on attack surface reduction and assume the
attacker has some way of initiating and propagating the attack (e.g.
that the attacker can exploit a memory vulnerability and trigger a
gadget chain). Given today’s state-of-the-art defenses, we find this
assumption reasonable.

We assume the runtime is protected (a similar assumption in
[48]), and which can be implemented with in-process isolation
[32], hardware segmentation or software fault isolation [33]. This
prevents attackers from jumping into the runtime and guarantees,
along with the trusted loader, that the statically computed function
IDs and framework metadata are protected.

Arguments to the runtime API are statically evaluated and passed
by register and so cannot be tampered with, except in the case of
indirect calls. How to guarantee the integrity of indirect call targets
is precisely the problem handled by orthogonal schemes like CFI
and CPI (see Section 6). DECKER does not tackle this problem, which
we consider to be orthogonal to the core problem of this work to
disable gadget chains through decking. In short, DECKER is focused
on reducing the attack surface available to an attacker when an
attack occurs. DECKER’s main goal is to incrementally expose the
executable surface of a program by following its interprocedural
control flow. Such an approach breaks chains of gadgets, because all
the gadgets that compose a chain are never dynamically exposed at
the same time. Repeatedly invoking the same instrumented runtime
call that is mapped RX is disallowed by construction (see Section
4, which details how instrumented calls will only execute exactly
once for every paired teardown call).

As described earlier, the threat is an attacker exploiting the mem-
ory vulnerabilities of an application executing under the DECKER
system, attempting to string together a gadget chain to launch an
attack. Due to needed gadgets residing in multiple decks that are
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disabled, however, the attack will lead to a runtime exception and
will be caught.

4 FRAMEWORK

4.1 Compiler Component

DECKER’s compiler component is an LLVM [34] pass that can be
divided further into two parts: instrumentation and linker script
output. During instrumentation, DECKER identifies function calls
and loops and instruments them appropriately with calls to the
runtime. As the pass does this, it collects critical static information
for organizing the text section, which it uses to create a custom
linker script. A key idea of this work is to keep the decks as lean as
possible. We define a deck as a group of functions that are enabled
at a program point by turning their page permissions to RX. For
the best security, each deck could consist of one function. Such a
scheme would incur very high overheads, however, especially for
call chains that execute inside loops, and would make the scheme
untenable. Thus, based on the context surrounding a program point,
static analysis identifies which functions should be part of a deck at
a given program point and inserts calls to the runtime accordingly.

4.1.1  Analyzing for Decks. Analysis and instrumentation for decks
is heavily organized around loops. Loops are problematic because
adding code for enabling or disabling a deck inside them can cause
significant performance degradation. We define two terms: encom-
passed and non-encompassed functions to distinguish between
two kinds of a function’s static loop context. A function is encom-
passed if it is called inside of a loop, or if it is reachable through
the callgraph by some function that is called within a loop through
a caller-callee relation. To determine the encompassed function
set, the pass first identifies all functions called within a loop, and
then takes the transitive closure of any functions reachable from
that set using the caller-callee relation shown by the callgraph. The
non-encompassed function set is simply the set of all functions
minus the encompassed function set.

DECKER’s default treatment of loops is to bear on the side of per-
formance. Therefore it tries to avoid adding decks inside of loops,
because if this deck instrumentation is invoked in a surrounding
intra- or interprocedural loop at runtime, the instrumentation will
incur repeated invocations, leading to high overheads. Interproce-
durally this implies that DECKER cannot instrument inside of encom-
passed functions, either. This raises a problem for loop-enclosed
indirect calls, whose static target set can be large, and whose precise
dynamic value is often unknown until execution is inside of the
loop. Note that a given function might be both encompassed as
well as non-encompassed, depending upon its loop calling context.
Such cases are tackled by edge-based placement of RX-RO.

To handle these different cases, the pass instruments four dif-
ferent types of decks which will invoke the runtime: (1) Single, (2)
Loop, (3) Reachable, and (4) Indirect. The single deck is used when
a non-encompassed function calls a non-encompassed function.
Because the callee is known to be non-encompassed (i.e. not part
of some transitive closure that lies within a loop), only a single
function needs to be mapped RX (i.e. the callee itself). The loop
deck is placed at the outermost loop header for any loop nest in any
non-encompassed function. It is designed to map all functions that
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can be reached interprocedurally within that loop. The reachable
deck is placed in a non-encompassed function before any calls to
encompassed functions.

The indirect deck is for function pointers. The challenge of
function pointers is that their exact targets are often not known
statically, and therefore the compiler cannot determine precisely
what needs to be mapped RX until runtime. Function pointer anal-
ysis can help narrow the possible targets but would still be an
overapproximated set at compile time (which would limit attack
surface reduction). DECKER originally attempted to invoke static
function pointer analysis but found the results very unacceptable
(especially in a C/C++ setting), so it instead opts to solve this at
runtime. The instrumentation passes the function pointer to the
runtime library, which then maps the appropriate page(s). Indirect
decks may need to be placed inside of loops if static analysis fails
to hoist the value outside of it. Such cases must be optimized to
avoid drastically degrading performance (discussed at the end of
Section 4.2).

print_info

—adv parse_block

_header

A/ msg_filters uint32

_to_optstr
msg_filters

_show

Figure 3: Simplified callgraph from the xz data compression
application. This illustrates 4 types of edges, each of which
requires different handling by the instrumentation pass.

Figure 3 depicts a sub-callgraph from SPEC CPU 2017’s xz, a
data compression application [15]. It illustrates all but the indi-
rect case. Each node in the figure is a function, and each edge is a
call. Only the call from print_info_adv to parse_block_header
(dashed, green) is inside of a loop. The set of encompassed func-
tions is therefore {parse_block_header, msg_filters_to_str,
uint32_to_optstr}, and the set of non-encompassed functions
is {main, msg_filters_show, print_info_adv}. Instrumentation
will be treated as follows:

(1) The solid-black edges from main require single decks.

(2) The dashed-green edge from print_info_adv requires a
loop deck; instrumentation will be at the loop preheader
that dominates the call to parse_block_header.

(3) The solid-blue edge from msg_filters_show requires a
reachable deck.

(4) The dotted-red edges from parse_block_header and msg_
filters_to_str will have no instrumentation, because they
are encompassed.

Basic pseudocode for the compiler instrumentation pass is shown
in Algorithm 1. It shows the function run_on_func, which is a
hook called by the pass manager on each function. The pseudocode
shows the general logic for how decks are selected and inserted.
Each deck needs only one key piece of runtime information, namely
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a unique ID that is generated statically for each loop or function.
At runtime the library maps this parameter to a set of functions
and their corresponding pages in memory. (In the case of indirect
calls, the only difference is that the runtime target address is used
instead of a statically known ID.) Several details not shown in the
pseudocode but that should be noted include: the insertion of the
deck teardown calls; the insertion of an initialization call at program
start; construction of functions’ static reachability; and construction
of the encompassed function set.

Algorithm 1 Pseudocode for DECKER’s compiler pass.

function RUN_ON_FUNC(func)
for instr in func do
switch instr.getType() do

case LOOP_START
INSERT_DECK(LOOP, instr.id)

case DIRECT_CALL_ENCOMPASSED
target < instr.GET_CALL_TARGET()
INSERT_DECK(REACHABLE, target.id)

case DIRECT_CALL_SINGLE
target < instr.GET_CALL_TARGET()
INSERT_DECK(SINGLE, target.id)

case INDIRECT_CALL
target_addr < instr.GET_FUNC_PTR()
INSERT_DECK(INDIRECT, target_addr)

end for
end function

DECKER’s compiler instrumentation supports non-trivial C and
C++ behavior. It handles recursion and strongly connected compo-
nents (SCCs) similar to loops by adding such functions to the set of
encompassed functions. Thus, DECKER does not instrument inside
of SCCs (which avoids overheads due to repeated execution). Other
general features that DECKER must support include the following: In
addition to handling LLVM IR’s call instructions, it must also handle
invoke instructions and therefore landing pads. It handles external
libraries that take and then invoke a callback to the application. It
handles C++ destructors that can be invoked when an exception is
thrown (via __cxa_throw). It handles libc_nonshared.a. It handles
start-up C++ code before main. It handles signal handlers, includ-
ing atexit and on_exit. Though the details for these cases are
unimportant, it is important to stress that the approach is general.

4.1.2  Function Pointers. We follow the callgraph construction of
LLVM, which safely handles function pointers. As stated in the
LLVM source code, the callgraph is implemented as a “conservative
superset of all of the caller-callee relationships, which is useful for
transformations;” an extension/improvement in the future could
be to “prove (through pointer analysis) that an indirect call site
can call only a specific set of functions” [10]. As currently imple-
mented, however, LLVM creates two “external” nodes in a module’s
callgraph. The first node represents all external calls that can enter
the module: If a function’s linkage is external/visible outside of the
module, it must have an edge from this node; and, if a function has
its address taken, it must have an edge from this node. The second
node represents all external calls that can leave the module: If a
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function is external to the module, it must have an edge to this
node; and, if a function invokes an indirect call, it must have an
edge to this node [10]. In other words, all functions that are either
indirectly callable or that call function pointers are connected by an
edge to one of these nodes, which is sufficient (albeit conservative)
for DECKER to statically identify all functions that must be mapped
when any particular deck (i.e. portion of the callgraph) is added.
As we will show in the evaluation (see Section 5.1.2), unfortu-
nately the static function pointer analysis in LLVM is incredibly
insufficient for reducing gadgets, due to its low precision. DECKER
does not attempt to ameliorate it with flow, field, or context sen-
sitivity techniques. Rather, DECKER uses the dynamic target of a
function pointer to enable the target function’s page(s). Note that
the dynamic pointer target in no-attack scenarios must be valid;
thus, the applications do not crash, and the technique is still sound.
Also, as mentioned earlier, we do not address the orthogonal issue
of function pointer integrity but rely on other approaches such as
CFI [1, 21]. Other function pointer analysis works (such as for Java
virtual methods [64]) could form the basis for extending LLVM or
DECKER in the future. In fact, the programming language plays an
important part in the callgraph construction. Dynamic facilities
like Java’s reflection or JavaScript’s eval would have to be carefully
handled if applying techniques like DECKER beyond LLVM.

4.1.3 Linking. At the end of the compiler pass, DECKER outputs
a custom linker script. Intuitively, the goal of the linker script is
to separate functions into different pages so that marking a given
function as RX does not “activate” unrelated functions that reside
in the same page (i.e. make unrelated functions and their gadgets
available for use). Thus, the goal of this step is to factor out such
functions into separate pages. An example and pseudocode may
help to understand this more clearly.

Example: Referring again to the callgraph in Figure 3, the deck
sets for this callgraph Dk.x are:

Dk.S1 = {print_info_adv}

Dk.S2 = {msg_filters_show}

Dk.L = {parse_block_header, msqg_filters_to_str,
uint32_to_optstr}

Dk.R = {msg_filters_to_str,uint32_to_optstr}

Any of these functions can arbitrarily belong to the same system
page at runtime. For example, without any enforcement, parse_
block_header can occupy the same system page as either of the
functions in Dk.R. That is, invoking msg_filters_to_str from
msg_filters_show at runtime could inadvertently activate the gad-
gets in parse_block_header. The solution is to rely on the fact that
DECKER instrumentation ensures that each deck will be mapped RX
independently at runtime, and to leverage the custom linker script
to avoid this security penalty. The custom linker script should
separate the intersection Dk.L N Dk.R = {msg_filters_to_str,
uint32_to_optstr} into its own disjoint set. Thus, the full disjoint
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sets Dj.x are as follows:
Dj.S1 = {print_info_adv}
Dj.S2 = {msg_filters_show}
Dj.L.1 = {parse_block_header}
Dj.I.LR = {msg_filters_to_str,uint32_to_optstr}

—where Dj.I.LR is the disjoint set formed by Dk.L N Dk.R and
Dj.L.1is the disjoint set formed by Dk.L\(Dk.L N Dk.R). Each of
these disjoint sets will be page-aligned by the custom linker script.
Such a separation allows finer control over the activation of decks,
although it increases the code size.

Pseudocode: The pseudocode for creating these disjoint sets
is shown in Algorithm 2. The algorithm begins with the deck sets
(Dk.x in our example). A deck set corresponds directly to 1 of the
4 types of decks: the function of a single deck forms a singleton;
the functions of a loop deck form their own set; any encompassed
function that can be called from some non-loop path has itself and
any reachable functions as part of a set; and any functions that
have their addresses taken and can be invoked by some indirect
call form a set with their statically reachable callees. The algorithm
begins with a list of these sets and then iterates, attempting to
separate functions into their own disjoint sets (Dj.* in our example).
To find the disjoint sets, each pair of the decks is intersected with
each other. If the intersection is non-null, those shared members
are removed from the pair of decks and form their own disjoint
set. This pairwise intersection-removal process is repeated until no
more disjoint sets can be formed. Once the disjoint sets are known,
each one is assigned its own page-aligned section in the linker
script.

Algorithm 2 Pseudocode for creating disjoint sets for DECKER’s
custom linker script.

function CREATE_DISJOINT_SETS(deck_sets)
disjoint_sets «
while !deck_sets.EmPTY() do
A «— deck_sets[0]
tmp «— deck_sets[1 :]
deck_sets «— 0
for Bin tmp do
I—ANB; Aj « A\, By — B\ I
if |I| == 0 then
deck_sets.pusH(B)
else
if |B;| > 0 then
deck_sets.pusH(By)
end if
deck_sets.pusu(I)
A — A[
end if
end for
disjoint_sets.PUSH(A)
end while
return disjoint_sets
end function
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4.1.4  Precision and Recall. In the context of DECKER, we define
false positives (precision) as alarms for attacks which never oc-
curred. This case is not possible under DECKER; DECKER faithfully
follows program semantics under caller-callee relations, so any
control flow outside a deck under a no-attack scenario is impos-
sible. We define false negatives (recall) as attacks that occur but
were not caught. False negatives are a possibility under DECKER
(see Section 5.1.4 for experimental results). One way to quantify
it is as the additional code surface that is mapped RX by DECKER
but which is never executed. This can happen because the mapped
code is a (tight) overapproximation of the forthcoming code at
any particular program point. The false negative rate is also re-
lated to the soundness properties and function pointer analysis of
DECKER. In terms of soundness, an underapproximated mapping of
the forthcoming code would reduce false negatives, but it would be
unsound. In terms of function pointer analysis, replacing DECKER’s
dynamic technique with pure static analysis would would lead to
much larger code mappings and therefore a higher false negative
rate.

4.2 Runtime Component

The runtime support is exposed as a library to the application. It
is responsible for enabling and disabling pages by marking them
RX or RO. The API calls align directly with the 4 types of decks
mentioned previously (single, loop, reachable, and indirect), plus
library initialization. They also have a corresponding deck teardown
call to remap the relevant pages RO.

Two important steps are necessary for library initialization. The
first is identifying the binary’s base address. Function offsets are
known at build-time, but at runtime DECKER still needs to determine
the text section’s base address. The second step is to protect all of
the text pages by marking them RO. This happens at the start of
main, and main is left RX.

Regarding the primary API endpoints, deck_single takes as
argument the function ID of an impending callee. The runtime uses
the ID to look up the actual page addresses of this function, and it
marks them as RX. When that function returns, deck_single_end
will mark the pages as RO. deck_reachable is similar. Because
the callee is an encompassed function, though, all pages of stati-
cally reachable functions must be marked RX, as well. These are
compile-time known, so the runtime library only needs to issue
a map lookup to find which set of functions to mark RX for that
particular callee. deck_loop takes a single loop ID parameter as
its argument. A unique loop ID is assigned by the compiler to
each interprocedural, outermost loop in the program. It is a simple
lookup to find which functions are part of that loop, and to map
them RX. deck_indirect takes a runtime address as its argument.
This is mapped by the library to the corresponding function, in
order to determine whether that function is an encompassed or
non-encompassed function. If it is encompassed, then the library
leverages its own deck_reachable support for that function. Simi-
larly, non-encompassed functions are handled by the deck_single
support.

DECKER maintains a reference counter for the text pages. When
a function is needed, the reference count for each of its pages is
incremented; when that function is no longer needed, the reference
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count for each of its pages is decremented. Whenever a page’s count
changes from 0 to 1, the page must be marked RX; and whenever a
page’s count changes from 1 to 0, it can be marked RO again. We
define the set of pages at runtime with reference counts greater
than 0 as the available pages. Adding a deck at runtime will either
increase the cardinality of the available pages (if new pages are
needed), or have no effect on its size (if all needed pages are already
available); the opposite holds for removing a deck.

There is one critically important optimization we make that
is called indirect deck caching (IDC). When there is an indirect
call inside of a loop, IDC inlines a check against its address, and
that deck is “cached” for the duration of the loop. We find that
this reduces slowdown by up to 80% in some cases. It is also an
argument against static treatment of function pointers, which is
fast but enables too many gadgets at loop headers (~40% worse).

5 EVALUATION

We perform experiments on two commodity desktops. Almost all
experiments are performed on Linux with an AMD Ryzen 7 1800X
with 32GB RAM; Ubuntu 18.04 LTS; and LLVM v11.0.0. The exper-
iments on Windows (Section 5.6.2) are performed with an AMD
Ryzen 7 2700X with 32GB RAM; Windows 10 Education v21H2;
and LLVM v11.0.0 (built with cl.exe v19.31.31104). We perform ex-
periments on the SPEC CPU 2017 suite [15], 10 programs from the
GNU coreutils package [14], and the nginx web server v1.20.1 [44].
We choose these programs partly for their inherent qualities, but
also because other debloating techniques experiment with them,
which allows for comparison. Unless stated otherwise, DECKER’s
results are with the IDC optimization enabled (details in Section
4.2); baseline results are with the same compiler and optimization
levels (but without the framework).

Our evaluation focuses on the following questions:

(1) How much slowdown does an application incur when using
the DECKER framework? What is the code growth due to the
linker step for segregating function sets?

(2) What is the gadget reduction for applications using DECKER?

(3) Can DECKER (a) break real gadget chains in the benchmarks
and real-world applications to be able to stop gadget-based
attacks; and (b) render JOP gadgets ineffective in practical
scenarios, including Windows?

5.1 SPEC CPU 2017

SPEC CPU 2017 [15] is a staple suite for CPU-bound performance
benchmarking, making it useful for stressing the performance of
binaries running under DECKER. It also includes a diverse group
of applications that give us insight into DECKER’s effect on secu-
rity, too. We use C and C++ applications from the suite, used in
domains including route planning, discrete event simulation, video
compression, alpha-beta tree search, molecular dynamics, and ray
tracing.

5.1.1  Performance. The normalized performance results are re-
ported in Figure 4. We compile and run a baseline version of each
benchmark, optimized at -O3. Then we recompile and run the
benchmark with DEcKER. The worst-case slowdown is 14% for gcc.
Both imagick and perlbench have slight speedups, which can hap-
pen in instrumentation-based works that affect memory alignment
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Figure 4: Slowdown for SPEC CPU 2017 using DECKER.

[32, 46, 48, 78]; DECKER also modifies function layout across pages
which may play a role. The average slowdown across SPEC is 5.2%.
In comparison, BlankIt achieves 18% overhead on SPEC CPU
2006 by debloating libraries (not the application). Razor achieves
1.7% overhead on average on SPEC CPU 2006, with a worst-case
of 16%. Piece-wise adds only negligible load-time overheads but
deals only with libraries and not whole applications. Thus, we find
DECKER’s 5.2% average slowdown (on whole applications) in SPEC
CPU 2017 to be reasonable compared with existing approaches.

Table 2: SPEC CPU 2017 total gadget reduction as a percentage
(higher is better).

| Application | Min | Max | Avg |
perlbench 51.1 | 98.8 | 68.4
gee 44.4 | 99.6 | 73.8
mcf 25.6 | 68.4 | 54.0
namd 754 | 94.0 | 88.5
parest 76.1 | 99.8 | 94.6
povray 36.6 | 97.4 | 53.0
Ibm 479 | 629 | 57.4
omnetpp 524 | 984 | 79.1
xalancbmk 58.9 | 99.6 | 72.8
x264 17.2 | 999 | 325
blender 73.9 | 99.8 | 98.5
deepsjeng 244 | 682 | 64.9
imagick 393 | 994 | 88.7
leela 54.6 | 87.7 | 84.2
nab 68.6 | 91.9 | 86.6
Xz 51.7 | 949 | 741
AVERAGE 499 | 913 | 73.2

5.1.2  Security. With DECKER, the gadgets that are available to
an attacker change dynamically during runtime based on which
pages DECKER has mapped RX, i.e. based on the available pages
(discussed in Section 4.2). The average reduction over all available
page sets is given by the formula:

Y. reductionap

avg_reduction =
num_APs
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—where reductionp is the total gadget reduction for some available
page set AP versus the baseline. We simply sum over all such re-
ductions and divide by the number of available page sets num_APs.

To capture these reduction metrics, we first enable DECKER’s
logging and run the program under all test inputs. This dumps the
available pages on every DECKER API call to a log file. Next, we scan
every log line and identify the gadgets across each available page
set. Each set of available pages is considered “equal” to another
for the purposes of gadget-counting. The average reduction is the
average proportion of gadgets reduced by each set of available
pages over the logs.

The per-benchmark gadget reductions are shown in Table 2.
DECKER achieves an average of 73.2% total gadget reduction across
all SPEC CPU 2017 benchmarks. For SPEC (and other experiments,
as well) the custom linker script contributes ~15% to the total
reduction. The total gadget reductions are representative of the
individual (ROP, JOP, COP, and special-purpose) results, which is
expected. For example, DECKER’s average reduction of ROP gadgets
specifically is 77.3%.

We capture these same gadget reduction results for a DECKER
scheme without dynamic pointer target resolution. In other words,
when DECKER uses LLVM’s built-in function pointer analysis, we
want to see the impact on gadget reduction. The average total
gadget reduction across all benchmarks is 39.9% (27.6% and 41.5%
for minimum and maximum, respectively). This is nearly half as
effective as a dynamic technique, which helps clarify that dynamic
function pointer resolution is crucial to gadget reduction.

Direct comparisons to prior work are difficult because of differ-
ences in technique or reporting. Piece-wise reduces total gadgets
by an average of 72.88% on SPEC CPU 2006 benchmarks for musl-
libc but does not perform whole application debloating. BlankIt
reports an average of 97.8% ROP gadget reduction on SPEC CPU
2006 benchmarks for all libraries (and using glibc) and does not
do whole application debloating either. Razor reports 68.19% code
reduction (not gadgets) for applications in SPEC CPU 2006. Thus,
DECkER’s SPEC security result appears to be similar to the other
application-focused technique, Razor, without sacrificing sound-
ness. Compared with the library-only techniques, DECKER appears
to reduce applications’ gadgets equally as well as the load-time
technique (Piece-wise), but not as thoroughly as an on-demand
runtime technique (BlankIt).

5.1.3 Compilation Time. We capture the slowdown in different
stages of DECKER’s compilation of SPEC. In terms of the absolute
time of the LLVM pass itself, in 11 out of 16 benchmarks, DECKER
completes in a negligible amount of time (<1s); in 2 cases, it com-
pletes in <10s; and in the remaining 3 cases, it takes 17s, 36s, and
186s. The 3-minute outlier is gec, which is much more complex
than the others. Comparing the overall time to build the binaries,
we see 9.3% slowdown with DECKER compared with the baseline.

5.14  False Negative Rate. Lastly, we report a false negative metric
when running SPEC CPU 2017 under DECKER. We perform a tracing
run so that whenever DECKER adds a deck, we can track what
percentage of the newly added surface is executed. The average
percentage of pages used after a deck/growth step is 88.0% (86.3% for
functions). Thus, as an estimate of false negatives, DECKER supplies
12% extra (unused) system pages that could be potentially used by
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an attacker but which would not be caught. Note that this metric is
imperfect, since it merely measures extra code surface enabled; it
is unknown if this code surface contains gadget chain components
that could be exploited by an attacker. Further evaluation of gadget
chain removal sheds light on this important aspect of DECKER’s
attack prevention capability. Please refer to sections 5.5 and 5.6 for
details.

5.2 GNU coreutils

We measure our technique on a subset of GNU coreutils. This
package contains roughly 100 tools, including grep, mkdir, and
rm. These utilities are relevant to software debloating for several
reasons, including their real-world ubiquity, and that they have a
history of CVEs. Chisel and Razor also report results for coreutils
that DECKER can compare against.

The authors of Razor made their tool available [17], so we use
the same application versions and inputs as them. Their inputs
were designed to cover the same functionality tested by Chisel. We
use only the test inputs, as we do not require any training. The
number of inputs per benchmark ranges between 17-40, and the
number of options that any given input may exercise ranges from
1-7 (see [49] for more details).

Runtime overheads are negligible for coreutils. Every test com-
pletes in under 1 second and is trivially performant. (In contrast,
SPEC CPU 2017 tests each take 3-10 minutes.)

Table 3: GNU coreutils total gadget reduction as a percentage
(higher is better).

| Application | Min | Max | Avg |
bzip2 427 | 78.8 | 70.8
chown 883 | 97.3 | 959
date 95.0 | 97.5 | 96.9
grep 65.0 | 90.9 | 82.8
gzip 347 | 757 | 646
mkdir 90.4 | 96.6 | 94.5
m 88.4 | 98.7 | 96.9
sort 79.0 | 91.9 | 90.5
tar 49.0 | 86.8 | 83.4
uniq 93.0 | 96.0 | 95.4
AVERAGE 72.5 | 91.0 | 87.2

As with SPEC, we present the total gadget reduction numbers
(Table 3). The average decrease across coreutils is 87.2%. The worst-
case scenario occurs at one point during gzip, where only 34.7%
of the application’s gadgets are unavailable. The best case occurs
for rm at 98.7%. Razor and Chisel achieve 61.9% and 85.1% ROP gad-
get reduction on coreutils, respectively. Thus, DECKER fares better
than two other state-of-the-art techniques that reduce ROP gadgets
in application code, and more importantly, does not compromise
soundness.

5.3 nginx

nginx is by some metrics the most popular web server today [70].
It is used to serve web content, as a reverse proxy, and as a load
balancer. As a common multitool in today’s web infrastructure,
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security is a real concern for nginx. It is multithreaded and multi-
processed, unlike the SPEC benchmarks and coreutils applications
we have evaluated, and this can break or stress frameworks. nginx’s
performance is a critical factor in certain deployments, so it is im-
portant that any security techniques not interfere too heavily with
it. It is also recently evaluated by another debloating technique,
Blanklt, which will serve as a good comparison point. For all these
reasons, we choose to evaluate nginx with DECKER.

We faithfully reproduce the security and performance experi-
ments described in the BlanklIt evaluation [48]. We use the same
nginx workload generator, wrk, which runs 12 threads in parallel
and creates 400 concurrent connections to the server. For the perfor-
mance experiment, there are 4 inputs: the home page of Wikipedia,
and 3 randomized binaries of 1MB, 10MB, and 100MB. The perfor-
mance experiment includes 2 separate tests. In the first test, wrk
requests the Wikipedia home page for 3s, then 30s, then 300s. The
experiment tests that nginx can serve a normal-sized page (80KB)
under high load for extended periods of time without degrading.
In the second test, wrk requests the 1MB binary for 30s, then the
10MB binary for 30s, and finally the 100MB binary for 30s. This
experiment tests that as the request size scales, there is still no
degradation. For the security experiment, only the home page of
Wikipedia is used. wrk makes requests for 30s.
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Figure 5: Transfer/sec degradation for nginx using DECKER.

The normalized performance result is shown in Figure 5. The
slowdown is reported as the transfer/sec degradation, normalized
against the baseline. DECKER achieves 1.023x slowdown on average.
The total gadget reduction on nginx is 80.3% on average (50.3% and
95.3% mininimum and maximum, respectively). The average is an
improvement over SPEC but less than that for coreutils.

In comparison, BlankIt averages 1.047x runtime overhead and
98.9% ROP gadget reduction on nginx’s libraries. As with SPEC,
DECKER outperforms Blanklt at runtime but with less ROP gadget
reduction. BlankIt copies needed library code into place before
use and zeroes it out after use. This accounts for BlankIt’s higher
gadget reduction, and also explains why, despite only being used
on libraries, Blanklt is slower than DECKER’s page-mapping scheme.
Neither Chisel nor Razor has been evaluated by their respective
authors on nginx, making it difficult to compare DECKER against
them.
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5.4 Binary Size Growth

We measure the binary size increase over every application. There
is 2.9x increase across SPEC, 1.5x across coreutils, and 1.8x for
nginx. In absolute terms, the modified binaries are 18.3MB, 1.2MB,
and 7.1MB on average. Thus, for these applications, the binaries
are still reasonably sized, despite the growth, and the performance
measurements have confirmed that this has not adversely affected
runtime. The improvement of coreutils over SPEC is due to fewer
disjoint sets in coreutils. All binaries in coreutils have fewer than
200 sets, whereas the majority in SPEC have 200 or more.

The worst-case growth without any custom linking would assign
a page-aligned section to every function in the program (i.e. every
disjoint set would be a singleton). We estimate this case, lower-
bounding it by ignoring weak function symbols in the baseline ap-
plications. Our custom linking script improves over lower-bounded,
worst-case growth by 1.8x, 2.7x, and 1.3x for SPEC, coreutils, and
nginx, respectively.

5.5 Breaking ROP Gadget Chains

Gadget reduction is a common metric in security-focused debloat-
ing works [27, 48, 49, 51, 60], but it is still difficult to draw certain
conclusions. We need to investigate whether an attack surface re-
duction technique actually removes attacks. We start by looking at
DECKER’s ability to break ROP chains.

Ropper [55] is an open source tool that can automatically build
gadget chains. It allows us to automatically test if we can success-
fully build a ROP gadget chain that spawns /bin/sh via an execve
syscall. We use Ropper to identify which binaries from all our pre-
vious experiments have this ROP gadget chain. Then we test every
binary over all test inputs with DECKER and check every available
page set for the ROP gadget chain. We run Ropper on SPEC, core-
utils, and nginx. It finds that 9 of them, including nginx, have the
full ROP gadget chain (write-what-where gadgets, argument stag-
ing gadgets, and the syscall gadget); 12 have an incomplete chain;
and the rest have no components of the chain.

We analyze every available page set over all inputs across
all applications with Ropper and find that DECKER does not
allow the ROP chain under any set of dynamic decks. This
important result includes 6,453 unique dynamic deck sets (with
14,378 dynamic execution count) over all applications and inputs.
On further analysis, the breaking component in the chain is repeat-
edly the syscall gadget, which is rare and not loaded by DECKER in
any of the 9 applications.

5.6 Breaking JOP Gadget Chains

Next we look at breaking JOP chains, which are more complex than
ROP and also resilient against modern ROP defense mechanisms
such as shadow stacks. A typical JOP chain consists of, among other
details, a dispatcher gadget (DG) and dispatch table (DT) (refer to

(6)-

5.6.1 nginx on Linux. We are not aware of any tools like Ropper
that can automatically create JOP chains on Linux. Thus, we per-
form manual analysis for this chain-breaking study to provide a mix
of quantitative and qualitative results. Our analysis is guided by two
questions. First, is it possible to form a JOP chain that executes the



Decker: Attack Surface Reduction via On-Demand Code Mapping

notorious execve attack on nginx while running under DECKER?
Second, is it possible to build some other useful JOP chain with the
gadgets that are still available when running under DECKER?

Our first question is already answered by our previous ROP
study, because, even when replacing the main portion of the ROP
chain with JOP, we still fail to find the 0x0F05 syscall opcode needed
for the final execve invocation. Thus, the shell-spawning JOP
chain is infeasible under DECKER for JOP chains, as well.

To answer our second question, we run ROPGadget [52] on all
dynamically captured available page sets running under DECKER for
nginx and output all JOP gadgets. Then we scan for DGs. We find
none that have the most useful, traditional form (add immediate +
indirect jump). There are, however, length-2 gadgets of the form
add regl reg@d; jmp #reg@. This is sufficient, provided that
regl can be set to 0x8, for example (which could be done with a
properly constructed attack payload with 0x8 and pop regl. Thus,
we assume these gadgets are feasible for use as DGs.

Next, for each dynamically active page set, we analyze the avail-
able JOP gadgets that would be active if a given DG were chosen.
In other words, we throw out gadgets that could potentially have
side effects on the two registers that are being used for a chosen
DG (reg@ and regl in our example); and we do this for all DGs
available for a page set. This yields several results. First, it tells us
if, at some point during execution, there was even a DG available
for an attacker. Second, it tells us - after setting the DG registers —
which JOP gadgets remain available for launching an attack.

We report 5 metrics for this analysis, shown in Table 4. These
report the total number of gadgets, the number of DGs, and the
number of unique first operands of those gadgets. Also, as described
above in terms of choosing a DG, we report the total number of
usable gadgets and the number of unique first operands that are
usable once a DG and its registers are set.

Table 4: JOP gadget metrics over all available page sets run-
ning nginx on Linux (baseline shown in average column).

| Metric | Min | Max | Avg | Stdev |
all 2 106 33.9 (357) | 27.9
dispatcher 1 21 6.1 (28) 5.6
uniq first op 1 28 12.1(62) | 7.4
usable 0 74 | 257 (200) | 17.5
uniq-first-op usable | 0 23 12.1(50) | 6.3

The standard deviation for these metrics is instructive. For ex-
ample, the total gadgets for a given page set averages 33.9 (low,
indicating great defense), but the standard deviation is 27.9. When
there are very few gadgets available, a quick inspection shows
that there is nearly nothing that could conceivably be built. We
must inspect the worst-case page sets, though, to understand if JOP
chaining would still be difficult under these circumstances, even
without a syscall gadget.

A good candidate is the available page set that contains the most
number of unique first operands in its gadget list (after choosing the
DG). Table 4 shows that the max observed value is 23. This occurs
in our page set with ID=319. Note that we have not yet enforced
more sophisticated restrictions, such as choosing a register to hold
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the address of the DG itself (which would be necessary for a real
attack), nor checking for stack pivot capability (often needed for a
real attack). In the former case, this must be taken into account. For
page set 319, despite having 23 unique operands, these operands are
not available or substantially abundant once we select the register
that will hold the DG. For instance, there is a useful indirect write
gadget that requires rcx to hold the DG address. If we want to use
it, however, there are no pop gadgets. Similarly, to benefit from the
most mov gadgets (7 total), one must choose the rsi register to hold
the DG’s address, but there are again no pop gadgets that use rsi
for jumping back to the DG.

In contrast, the baseline contains a much richer set of gadgets
that could conceivably be used for more complex chains (Table 4,
Avg column in parentheses). For example, there are 52 indirect write
gadgets (instead of 3 for page set 319), and it is easy to identify pop
gadgets that can use the same address for the DG. We ran another
third-party tool on nginx to help validate this result. GSA [9] has
some support for JOP gadgets and for ranking their “quality” GSA’s
total JOP score for the baseline is 789. For page set 319 it is 543.5
(31% reduction).

To summarize, an execve-invoking JOP chain is thwarted due to
the missing syscall gadget. And, on closer inspection, a more novel,
complex JOP chain is very difficult (no write or mov gadgets) or
impossible to build (no usable gadgets), even when the dynamically
available set of pages is most exposed. The lack of availability of
a gadget breaks the necessary condition for constructing a JOP
chain; we thus contend that DECKER is able to stop JOP chain-based
attacks. In contrast, the baseline supports a substantially richer set
of JOP gadgets; these provide the ability to launch an execve JOP
chain; and they comprise a realistic set of simultaneously present
gadgets for choosing registers used for the DG and DT, which is
necessary to build chains beyond execve-invoking ones (e.g. the
recent shellcodeless JOP technique [8]).

5.6.2 nginx on Windows. We conduct a JOP case study on Win-
dows, as well. This is another critical platform, and it provides
evidence that DECKER generalizes well beyond Linux. The only
powerful open source tool for JOP gadgets is also a Windows-only
tool (JOP Rocket [7]), so we can leverage it for our study.

Our goals are similar to the previous subsection. We check
whether JOP chains are broken by DECKER, and whether other
novel JOP chains can still be built. We use the same workloads as
before and capture the available page sets. Then we run JOP Rocket
on every page set recorded at runtime, as well as on a statically
compiled nginx baseline.

In all cases, including the baseline, JOP Rocket is unable to auto-
matically build a complete JOP chain. This does not imply that there
are no JOP chains — only that JOP Rocket could not automatically
construct one. (There are multiple reasons why a chain may not
be found. The JOP Rocket paper at Black Hat is a useful source
to learn more [7].) It is for this reason that fine-grained metrics
are extremely useful in gauging the effectiveness of DECKER on
debloating JOP gadgets. JOP Rocket makes this task much easier
than on Linux, so we provide a more interesting set of reduction
metrics in Table 5.

As with Linux, this list of metrics shows how DECKER can make
JOP-based attacks much more difficult. For example, the maximum
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Table 5: JOP reduction on Windows nginx (higher is better).

| Metric | Min | Max | Avg |

call gadgets 0.65 | 1 0.78
len-2 gadgets 0.05 |1 0.47
len-2 mov gadgets 0.78 | 1 0.81
max len-3 add ops 0.88 |1 0.99
stack pivot gadgets 0.5 1 0.52
2-gadget dispatchers 0.5 1 0.6
uniq addends for add op 038 |1 0.54
uniq dec ops 096 |1 0.97
uniq gadgets 025 |1 0.6
uniq inc ops 042 |1 0.76
uniq jump regs for add op | 0.5 1 0.77
uniq len-2 addends to esp | 0 1 0.99
uniq mov imm insts 1 1 1
uniq sub ops 0.26 |1 0.46

reduction for DECKER under the nginx workloads is 100% for each
of these cases. In the average case, the results are similar to the
overall numbers presented previously. For example, we report call
gadgets here as well, showing that on average 78% are eliminated
from the available page sets. Length-2 gadgets (which are usually
desirable to attackers because of the limited side effects) are reduced
by 47%. In one case, DECKER succeeds in eliminating an entire class
of gadget under the given workload, namely the mov-immediate
gadgets present in the baseline. Stack pivot gadgets are crucial
for many JOP chains (e.g. those which need to set up arguments
for a function call). DECKER eliminates 100% of these in the best
case and reduces this by 52% on average. This can be sufficient for
thwarting an attack if the attacker cannot properly pivot the stack
during the chain. One other interesting metric is the number of
2-gadget dispatchers, which are reduced by 60% on average. These
dispatchers are introduced in [7], and JOP Rocket is capable of
finding these gadgets for manually building chains from them; but
as seen here, there are 60% fewer such gadgets on average due to
DECKER.

6 RELATED WORK

Control flow integrity (CFI) [1, 21] is a traditional defense that limits
forward and backward control flow transfers to legal edges in the
control flow graph and callgraph. CFI has a rich history, addressing
a variety of scenarios, contexts, and attacks [5, 16, 19, 25, 28, 30, 36,
41, 45, 68, 69, 77]. Despite these advancements, current state-of-the-
art still has its shortcomings. There are numerous examples of how
to bypass CFI (e.g. [22]) or what its limits are (e.g. [11]). In fact recent
work [35] thoroughly categorizes the shortcomings of several CFI
systems, and which they broadly characterize as: imprecise analysis
methods, improper runtime assumptions, unprotected corner code,
unexpected optimization, incorrect implementation, mismatched
specification, and unintended targets. For example, uCFI [28] cannot
protect against code pointer reuse and VTable attacks. OS-CFI [29]
fails to protect against tail calls that are optimized for indirect calls.

State-of-the-art, industry solutions such as Windows’ CFG and
RFG [37, 65, 71] and Intel’s CET [59] are still vulnerable to code
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reuse attacks [7]. Code replacement attacks, counterfeit object-
oriented programming [56], data-only corruption, function pointer
through race condition attacks, and thread context hijacking by
abusing the NTContinue mechanism are all techniques for attacking
Intel CET [63]. Windows 10 still relies on software-based CFG (not
Intel’s IBT [13]), which is more susceptible to bypasses [54, 66, 76].
Attackers can also avoid the defenses (targeting Windows 7 systems,
different hardware, applications and libraries built without support,
inline assembly, opcode splitting, etc.).

Control pointer integrity (CPI) [32, 33] attempts to guarantee the
integrity of all code pointers. Though effective, certain attacks may
fall out of its scope (e.g. control-flow bending [11]). CPI’s memory
safety is just at the level of code pointers. CFI, in contrast, elides
memory safety but attempts to verify code targets. Both are about
ensuring correct control flow.

Techniques such as CFI and CPI are orthogonal and complemen-
tary to debloating and attack surface reduction techniques. Ap-
proaches such as DECKER, Piece-wise [51], or Razor [49] do not
try to solve control flow misdirection. Rather, they try to remove
vulnerable code that can be used to launch an attack, or which could
be leveraged once an attack occurs. These aims are complementary
because a weakness in a CFI technique, for example, could be miti-
gated by attack surface reduction like DECKER, and vice versa. For
example, if a control-flow bending attack or privilege execution at-
tack succeeds in bypassing a CFI defense, there is still a chance that
the gadgets needed to complete the attack are debloated. Likewise,
if a debloated program still contains a full gadget chain at a certain
point during its execution, the attacker may not be able to trigger
that code due to a CFI defense.

Other attack surface reduction works not yet mentioned include
several feature-based techniques. Slimium [50] debloats Chromium
features based on a static-, dynamic-, and heuristic-based analysis.
Koo et al. take a configuration-driven approach to remove feature-
specific code [31], achieving 77% debloat on nginx. Trimmer [60] is
another technique that takes as input a user configuration and uses
it to drive the debloating process. Soto-Valero et al. [62] leverage
existing coverage tools to achieve similar debloating percentages
for Java library bytecode.

ELFbac [3] is similar to DECKER in that it attempts to restrict
segments of ELF files. Users create data or execution policies that
specify access relations among ELF sections. These policies work
at the level of ELF metadata. It does not work at DECKER’s more
granular level of control flow at function calls. The ELF format
supports 30 sections, and the programmer can manually create more
within the code. In DECKER, there is no programmer intervention,
and DECKER more easily extends to other formats (like Windows
PE).

Lastly, software engineering researchers have worked on de-
bloating, but the focus has not traditionally been on security. For
instance, [38-40, 72-75] leverage debloating to improve perfor-
mance, and [4, 18, 24, 42] use it to reduce code size.

Contrasted with the above approaches, the main contribution of
this paper is to develop a whole application debloating technique
which is sound and has low runtime overheads with high mitigation
capability. In terms of adoption, code reuse attacks are recognized
as serious threats in industry, and multiple products already employ
some type of defense (e.g. see Intel CET/IBT and Windows CFG/RFG
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above). We believe that DECKER has an edge over such efforts, as
well, due to it being a software-only technique with full automation.

7 CONCLUSION

We present DECKER, an attack surface reduction technique that
works on full programs and can enable may-use code on-demand. It
achieves state-of-the-art gadget reduction results without compro-
mising soundness or requiring training, user inputs, or specifica-
tions. Total gadget reduction across SPEC CPU 2017, GNU coreutils,
and the nginx server average 73.2%, 87.2% and 80.3%, respectively.
In our performance experiments, the runtime slowdown on SPEC is
5.2% and negligible for GNU coreutils; the transfer/sec degradation
for nginx is only 2%. In an additional study over these applications,
we show that for all test inputs, DECKER eliminates the presence of
a ROP chain that spawns a shell via execve. We show similar results
in an nginx JOP study for both Linux and Windows. Based on these
results and the generality of the approach, we find DECKER to be a
promising technique for attack surface reduction in practice.

ACKNOWLEDGMENTS

We thank the anonymous reviewers and the shepherd for their in-
valuable comments to improve the paper significantly. The authors
gratefully acknowledge that this work was partially supported by
the Office of Naval Research (ONR) via Grant No. N00014-17-1-
2895, Period: September 1, 2017 to August 31, 2022. Any opinions,
findings, and conclusions or recommendations expressed in this
material are those of the author(s) and do not necessarily reflect
the views of the Office of Naval Research.

A ARTIFACT APPENDIX
A.1 Abstract

The Decker framework consists of a compiler pass and runtime
library. Its main objective is to debloat software at runtime. The
artifact includes a Docker image that encapsulates basic dependen-
cies, the Decker code itself, benchmarks, and the scripts to drive
artifact evaluation.

A.2 Artifact Checklist (Meta-Information)

Compilation: LLVM

Transformations: Instrumentation, linker sections

Run-time environment: Runtime library

Hardware: x86_64

Metrics: Gadgets, runtime slowdown

How much disk space required (approximately)?: 25GB
How much time is needed to prepare workflow (approxi-
mately)?: 1 hour

e How much time is needed to complete experiments (approxi-
mately)?: 6 hours

Publicly available?: Yes

Code licenses (if publicly available)?: Creative Commons Attri-
bution 4.0 International

Archived (provide DOI)?: 10.5281/zenodo.7222072

A.3 Description

A.3.1 How to access. The artifact is available on Zenodo at the
following link: https://doi.org/10.5281/zenodo.7222072. Its DOI is
10.5281/zenodo.7222072.
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A.3.2 Hardware dependencies. A commodity x86_64 desktop is
sufficient. We used an AMD Ryzen 7 1800X (8 cores, 16 with hy-
perthreading) with 32GB RAM. (No GPU or special hardware is
needed.)

A.3.3  Software dependencies. We tested on a host machine with
Ubuntu 18.04.5 LTS, running Docker version 20.10.7, build f0df350.
All software dependencies should be included in the Docker image.

A.4 Installation

Docker must be installed on the host machine. Refer to official
Docker documentation for steps on installing Docker. All other
dependencies should be encapsulated within the Docker image.

A.5 Experiment Workflow

The artifact includes a top-level README file that explains the
steps for carrying out the experiment. Briefly, the artifact contains
three top-level scripts: one to build the software, one to run all of
it, and one to print the results.

A.6 Evaluation and Expected Results

The script that prints the results should produce output that closely
matches the values in the paper. The script’s output includes headers
so that users know which section of the paper a result is referring
to. In addition, the artifact includes a set of test results produced by
the artifact itself. That is, the programs were built and run once, and
their output was stored as part of the artifact. Thus, it is possible to
re-run the script for printing results and verify that it matches the
reference output, as well.

A.7 Experiment Customization

The source code for the framework is included in the artifact. Thus,
users can extend or customize the evaluation.

A.8 Methodology
Submission, reviewing and badging methodology:

e https://www.acm.org/publications/policies/artifact-review-
badging

o http://cTuning.org/ae/submission-20201122.html

e http://cTuning.org/ae/reviewing-20201122.html
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